teconv:/pro/work/hfischer/test:# ls -cltr

total 1738696

drwxrwxrwx  2 hfischer domain        80 Apr 16 14:57 incoming/

drwxrwxrwx  3 hfischer domain       424 May  7 09:11 archive/

drwxrwxrwx  3 hfischer domain       352 May 19 13:05 outgoing/

-rw-rw-rw-  1 hfischer domain 537166134 May 26 15:57 512MB.zip.gpg.good

-rw-rw-rw-  1 hfischer domain 536870912 May 26 15:57 512MB.zip.good

-rw-rw-rw-  1 hfischer domain 537166134 May 27 09:59 512MB.zip.gpg.new

-rw-rw-rw-  1 hfischer domain 167477248 May 27 10:04 tmp.512MB.zip.gpg.tmp – This is where I killed the script.

teconv:/pro/work/hfischer/test:# ls -cltr

total 1738696

drwxrwxrwx  2 hfischer domain        80 Apr 16 14:57 incoming/

drwxrwxrwx  3 hfischer domain       424 May  7 09:11 archive/

drwxrwxrwx  3 hfischer domain       352 May 19 13:05 outgoing/

-rw-rw-rw-  1 hfischer domain 537166134 May 26 15:57 512MB.zip.gpg.good

-rw-rw-rw-  1 hfischer domain 536870912 May 26 15:57 512MB.zip.good

-rw-rw-rw-  1 hfischer domain 537166134 May 27 09:59 512MB.zip.gpg.new

-rw-rw-rw-  1 hfischer domain 167477248 May 27 10:04 tmp.512MB.zip.gpg.tmp
teconv:/pro/work/hfischer/test:# ls -cltr

total 1815379

drwxrwxrwx  2 hfischer domain        80 Apr 16 14:57 incoming/

drwxrwxrwx  3 hfischer domain       424 May  7 09:11 archive/

drwxrwxrwx  3 hfischer domain       352 May 19 13:05 outgoing/

-rw-rw-rw-  1 hfischer domain 537166134 May 26 15:57 512MB.zip.gpg.good

-rw-rw-rw-  1 hfischer domain 536870912 May 26 15:57 512MB.zip.good

-rw-rw-rw-  1 hfischer domain 537166134 May 27 09:59 512MB.zip.gpg.new

-rw-rw-rw-  1 hfischer domain 245891072 May 27 10:06 tmp.512MB.zip.gpg.tmp – Resume started about where it left off.

teconv:/pro/work/hfischer/test:# ls -cltr

total 1900870

drwxrwxrwx  2 hfischer domain        80 Apr 16 14:57 incoming/

drwxrwxrwx  3 hfischer domain       424 May  7 09:11 archive/

drwxrwxrwx  3 hfischer domain       352 May 19 13:05 outgoing/

-rw-rw-rw-  1 hfischer domain 537166134 May 26 15:57 512MB.zip.gpg.good

-rw-rw-rw-  1 hfischer domain 536870912 May 26 15:57 512MB.zip.good

-rw-rw-rw-  1 hfischer domain 537166134 May 27 09:59 512MB.zip.gpg.new

-rw-rw-rw-  1 hfischer domain 333348864 May 27 10:06 tmp.512MB.zip.gpg.tmp

teconv:/pro/work/hfischer/test:# ls -cltr

total 1987322

drwxrwxrwx  2 hfischer domain        80 Apr 16 14:57 incoming/

drwxrwxrwx  3 hfischer domain       424 May  7 09:11 archive/

drwxrwxrwx  3 hfischer domain       352 May 19 13:05 outgoing/

-rw-rw-rw-  1 hfischer domain 537166134 May 26 15:57 512MB.zip.gpg.good

-rw-rw-rw-  1 hfischer domain 536870912 May 26 15:57 512MB.zip.good

-rw-rw-rw-  1 hfischer domain 537166134 May 27 09:59 512MB.zip.gpg.new

-rw-rw-rw-  1 hfischer domain 421756928 May 27 10:06 tmp.512MB.zip.gpg.tmp

teconv:/pro/work/hfischer/test:# ls -cltr

total 2058240

drwxrwxrwx  2 hfischer domain        80 Apr 16 14:57 incoming/

drwxrwxrwx  3 hfischer domain       424 May  7 09:11 archive/

drwxrwxrwx  3 hfischer domain       352 May 19 13:05 outgoing/

-rw-rw-rw-  1 hfischer domain 537166134 May 26 15:57 512MB.zip.gpg.good

-rw-rw-rw-  1 hfischer domain 536870912 May 26 15:57 512MB.zip.good

-rw-rw-rw-  1 hfischer domain 537166134 May 27 09:59 512MB.zip.gpg.new

-rw-rw-rw-  1 hfischer domain 494370816 May 27 10:06 tmp.512MB.zip.gpg.tmp

teconv:/pro/work/hfischer/test:# ls -cltr

total 2100076

drwxrwxrwx  2 hfischer domain        80 Apr 16 14:57 incoming/

drwxrwxrwx  3 hfischer domain       424 May  7 09:11 archive/

drwxrwxrwx  3 hfischer domain       352 May 19 13:05 outgoing/

-rw-rw-rw-  1 hfischer domain 537166134 May 26 15:57 512MB.zip.gpg.good

-rw-rw-rw-  1 hfischer domain 536870912 May 26 15:57 512MB.zip.good

-rw-rw-rw-  1 hfischer domain 537166134 May 27 09:59 512MB.zip.gpg.new

-rw-rw-rw-  1 hfischer domain 537166134 May 27 10:06 512MB.zip.gpg

teconv:/pro/work/hfischer/test:# ls -cltr

total 2100076

drwxrwxrwx  2 hfischer domain        80 Apr 16 14:57 incoming/

drwxrwxrwx  3 hfischer domain       424 May  7 09:11 archive/

drwxrwxrwx  3 hfischer domain       352 May 19 13:05 outgoing/

-rw-rw-rw-  1 hfischer domain 537166134 May 26 15:57 512MB.zip.gpg.good
-rw-rw-rw-  1 hfischer domain 536870912 May 26 15:57 512MB.zip.good

-rw-rw-rw-  1 hfischer domain 537166134 May 27 09:59 512MB.zip.gpg.new

-rw-rw-rw-  1 hfischer domain 537166134 May 27 10:06 512MB.zip.gpg – Byte size is same as “good”file, so I would assume it would be good, too, but it’s not as you will see below in the decrypt.
teconv:/pro/work/hfischer/test:# gpg --homedir /.gnupg -o 512MB.zip --decrypt 512MB.zip.gpg

gpg: WARNING: unsafe enclosing directory permissions on configuration file "/.gnupg/options"

gpg: encrypted with 1024-bit ELG-E key, ID 1EA8814A, created 2001-06-25

      "NISC ND (NISC GnuPG Key) <nisc@nisc.cc>"

gpg: [don't know]: invalid packet (ctb=7d)

gpg: [don't know]: invalid packet (ctb=5b)

gpg: WARNING: encrypted message has been manipulated!

gpg: [don't know]: invalid packet (ctb=6d)

teconv:/pro/work/hfischer/test:# ls -cltr

total 2263704

drwxrwxrwx  2 hfischer domain        80 Apr 16 14:57 incoming/

drwxrwxrwx  3 hfischer domain       424 May  7 09:11 archive/

drwxrwxrwx  3 hfischer domain       352 May 19 13:05 outgoing/

-rw-rw-rw-  1 hfischer domain 537166134 May 26 15:57 512MB.zip.gpg.good

-rw-rw-rw-  1 hfischer domain 536870912 May 26 15:57 512MB.zip.good

-rw-rw-rw-  1 hfischer domain 537166134 May 27 09:59 512MB.zip.gpg.new

-rw-rw-rw-  1 hfischer domain 537166134 May 27 10:06 512MB.zip.gpg

-rw-rw-rw-  1 root     root   167387202 May 27 10:07 512MB.zip – The partially decrypted file is around the same byte size as the tmp.512MB.zip.gpg.tmp file at the top of this document that was killed and before resume was started.
teconv:/pro/work/hfischer/test:#

